Support the spread of good practice in generating, managing, analysing and communicating spatial information

Module: [M13 - Participatory Internet-based Mapping]

Unit: [M13U03 - Risks and Limitations of Internet-Based Mapping]


Exercise: Understanding the Risks and Limitations of Sharing Information on the Internet
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Developed by: Jon Corbett and Kasondra White

Objective:


To understand when consent must be obtained prior to displaying information and the degree of privacy that should be granted to different kinds of documents incorporated into the Internet-based map   
Time:


20 minutes

Procedures:

· Working in groups of three or four, review the following case studies. Each of these case studies discusses information that map makers may wish to include in their maps. The questions below help to evaluate and predict some of the potential risks and limitations that might emerge through sharing this information: 

· What kind of document or information is being dealt with? Is it common knowledge or specific to just a few people? What are the consequences of everybody knowing about this information?

· Who ‘owns’ the information? Does a community, family or individual ‘own’ the information? Are there systems in place that determine and/or control how and/or with whom this information is shared?

· Is there anyone who would be put at risk by sharing this information? (e.g. the producer of the document or individuals mentioned in the document)

· What measures could be undertaken to mitigate these risks? 

· Case Study 1:  A community member has been interviewed and the interview was captured only on an audio recording. He is 56 years old and lives with his wife and elderly mother. The primary focus of Bernard’s interview was his lifelong occupation as a fisherman in his village. Throughout the interview, he revealed a number of locations where he has gone to fish over the years. He also discussed his personal life involving stories about his wife and mother, who contributed to the interview as these stories arose. 
· Case Study 2:  A group of community members have been filmed attending a celebratory gathering. This gathering consisted of a meal prepared according to local traditions followed by performances, such as dances and singing, by individuals and groups. The event was filmed by different community members who took turns operating the camera. Consent was not obtained from any individual, although the group as a whole had decided that it would like the event to be filmed and was aware of the presence of cameras.

· Case Study 3:  A woman from the community has in her possession a collection of diaries written by her mother that cover a period of 60 years. These diaries include many extremely detailed and thorough accounts of community life and include specific reference to many different individuals. Some of these individuals, as well as many of their direct descendents, are still living in the community. Prior to her death, the mother gave the diaries to her daughter, allowing her to read them and leaving her in charge of the diaries. The daughter would like to see excerpts from the diaries included in the community mapping project and has granted permission for this to occur.

· Case Study 4:  A rare plant happens to grow abundantly throughout the community. Since this plant is not found in many other locations, community members have developed unique uses for it over the course of several hundred years. Some of these include use as a spice in a number of local meals, use of parts of the plant as a material for basket making and use as a medicinal application. Some community members wish to include a video in the Internet-based map describing these different uses, including ways that the plant has been used medicinally. Some have also suggested mapping the different locations around the community where the plant is known to grow.

· Case Study 5:  A number of individuals from the community have volunteered to donate copies of historic documents for inclusion in the map. The most prominent records that community members have supplied are birth and death records. While most of the supplied information refers to deceased individuals, there are some birth certificates for community members who are still alive and living within the area.

· Case Study 6:  Some community members participated in a Photo Voice project in which they took photographs of people, places and events within the community. They wish to display many of these photos on the map. However, some of the pictures are of specific, identifiable individuals and some  depict people’s homes and other private property. There are also many pictures that were taken from a greater distance in which the people in the photos are not as easily identifiable. Following the Photo Voice activity, the photos were all mixed together making it impossible to determine who took which pictures.

Tips and options:

· An alternative procedure is to split up into groups of three or four and give each group one case study for members to discuss among themselves. Following this, bring everyone together again and have each group present and discuss its case study with the larger group.
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